This Page Is Inserted by IFW Operations 
and is hot a part of the Officii! Record 

BEST AVAILABLE IMAGES 



Defective images; Within this document are accurate ^re^eritiations of 
the original documents submitted by the applicant. / 

Defects in the images may include (but are not limited to): 



• BLACK BORDERS 

; i TE^T CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



please do not report the images to the 
Image Problem Mailbox. 
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/" Server *\ 

f Authenticates ) O fyy 

\Security Device/ ffj^zl L 



Get serial number 
from security ' 
device. 




Get ^Kf K<7 
for serial number. 



Get time and date 
from clock/ 
calendar. ' 
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Compute i r/ 
challenge. V /(} 



Compute expected 
response. 



Send challenge to 
security device. 
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— ^Terminate session^^ 




/Security DeviceN 
/ Responds to \ 
\ Authentication J 
\ Challenge J 



Get wr ¥>c-V 
from security logic. 



Comoute response 
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/ Server UpdateN 
/ of Security Device \ 
I Current and J 
\Expiration Dates/ 




Send encrypted 

dates to the 
security device 



Lock security 
device memory. 
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/Server UntocksN 
f Security Device J 
\^ Memory J 



Get serial number 
from the security 
device. 



Get t*\CtAof/ 
key from the user 
database. 



Get current time 
and date from the 
clock/calendar. • 




Get the current 
cryptogram from 
the security . 
device. 



Compute the 
unlock message 
and response , 
values. 



Send the memory 
unlock message to 
the security „, 
device. 
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/Security device\ 
/ updates the \ 
f current and | 
I expiration dates I 
\ received from the / 

\^ server. J 



Decrypt current 
and expiration 
date received from 
the server. 




Store dates in non- 
volatile memory. 
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r Server locks 
security device ] 







Send memory lock 
command to 
security device. 
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Updates Current \ 
Date In Security / • 
Device J 
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'Security device > 

updates current 
v date and time, j 



Current • 
date beyond 
expiration date . 
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Record expiration. 



Store date and 
time in non-volatite 
memory. 
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Server encrypts 
asset 



Get time and date 
from clock/ 
calendar. 



Generate 
encryption key. 



Encrypt asset* 



Store encrypted 
}/\ database. 



(Server delivers \ 
asset. J 



Get asse^ 45^4 
key and indication 
of owned or rented 
status from asset 



Get user Key 
for security devicfe 
from user databse. 



Encrypt asset key 
and rental flag 
using user 
key. 



□ 



Q 



m 
p: 




Send encrypted 
key and flag to 



Send encrypted 
asset 4© / 
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j Application \. 
/extracts asset key\ 
I from security J 
\ device. / 



Extract asset key 

from security 
device response. 
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Notify user that 
asset has expired. 



CDone ) 
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Initialize 
decryption 
algorithm with 
asset key received 
from security 
device. 
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( Done \d(^<S 



